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Introduction

Overview

File Transfer is a powerful yet simple method of providing your company with the ability to exchange (send
and/or receive) files with KeyBank using a “Web-Based File Transfer” protocol.

By using drop and drag functionality, authorized KeyNavigator users can send files to KeyBank from a user’s
PC or a company LAN/Shared Drive. Conversely, users can retrieve files from Key to be processed by
systems that your company uses.

Users are authorized to send and/or receive specific file types (i.e., ACH versus Lockbox). Additionally, users
who are submitting sensitive information for things like payroll processing can mark their files as “Confidentia
to prevent other users with access to that file type from viewing the contents of a file.

|u

File Transfer also has a separate area to be used when you are setting up new file types for exchange.
You will send and/or retrieve test files while you are working with our onboarding teams. Files sent and/or
retrieved via this testing area are done outside of production environments.

Files you can exchange

File Transfer can be used to send and/or retrieve the following file types. Please note that file types not
listed here must be exchanged using a Direct Transmission (i.e., FTP, sFTP, AS2, etc.). Please contact your
Payment Advisor for details on a file type not listed below.

Send Files Retrieve Files
e Account Reconcilement (ARP) e Account Reconcilement (ARP) ¢ Returned ltems
e Automated Clearing House (ACH) e Automated Clearing House (ACH) e Wire Transfer

e Check Outsourcing e BAI2 Intraday e CAMT.002 (Intraday BAI)

e Electronic Data Interchange (EDI) ¢ BAI2 Previous Day e CAMT.053 (Previous Day BAI)
¢ Wire Transfer e Electronic Data Interchange (EDI) e PAIN.002 (ACH/Wire/Check)
e PAIN.001 (ACH/Wire/Check) e | ockbox

« PAIN.008 (ACH/Wire)
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Features

Streamlined experience

One screen shows all

Sending or retrieving files is integrated with file
status and history reporting. You do not have to go

to a separate report menu to obtain file information.

File retention

Files that have been sent or retrieved can be
downloaded for 45 days. A File History (records of
sent/retrieved files) is available for 180 days.

Exchange test files

Separate screens/tabs are used to send and/or
retrieve files during the onboarding process for
new files. Test environments are not connected to
production systems.

Manage access

User entitlements

Users can be entitled to send and/or retrieve
specific file types.

Confidential files

Users who are sending confidential files can mark
the file as “Confidential.” This will prevent other
users with access to that file type from downloading
or viewing the contents of the file.

Audit trail

Full audit details are provided. User information and
date/time details are provided for both sending and
retrieving files.
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Screen Views

Initial setup process

e Access File Transfer by clicking on the File Services section at the top of the KeyNavigator page.
e Click on File Transfer.

KeyNaVigator® KeyBankoT E:CB Service Center <> Quicklinks @ My Profile Sign Off

Dashboard Reporting & Research v Payables v Receivables v File Services A Card Services Vv Specialized Services Vv

File Ti fi
Quicklinks o  Welcoms, Bely fle Transter

Next Day Positive Pay

How to avoid email scams
that appear to come from someone you know

Business Email Compromise is an especially crafty fraud scheme. Criminals can spoof and even hack into
the email accounts of colleagues and vendors you know, trust, and do business with = and then make

looking ql
Learn how to protect your business.
©2024 KeyCorp. All rights reserved. 240814-2734628 KeyBank $x
— Intraday Account Balances
Intraday Account Balances Accounts v Qg
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Screen Views

File Transfer homepage

The File Transfer homepage will display any File Transfer-specific news or information.
It also contains the System Availability, including deadlines for submitting files and the times
when files are available for retrieval.

File Transfer

Home Send Files Refrieve Files Send Test Files Retrieve Test Files

Did You Know?
Confidential File Checkbox Option:

Fie Transfer includes the option for & user ta mark a filke they are sending as *Confidential”™.
Ciciing the “Canfidential File® checkbax when uploading a file will prevent other users from being able to download / view that fie in the Send Files results screen.

File Validation Email Notifications:
Your company can subscribe o file validaSion email nolifications. These emails are generated afler a file you submit is validated for proper formatting.
You can also receive an email notification when your autbound files are ready for pickup. The follawing email notifications are avalable:

« Success - includes "Success® and “Sucoess with Wamings®

= Rejecl - includes "Rejected” and “Empty”

= Fie Available for Pickup

If you are inlerested plesse have your KeyNavigator Company Administrator contact your company’s Treasury Services Payment Advisor or Chent Manager.

= Emai nolifications are generated for » particular file - not at the user level - emails can be sent to up to 2 email addresses
« Emai nolifications for non-standard foematied inbound files are not availasble

File Transfer Times - System Availability 24/7

Send File - Deadline for Overnight Processing

ACH: 9:00PMET
EDI (for ACH): 9:00 PMET
EDI (for Wires): 600 PMET
ARP (Account Reconcilement): 11:00 PM ET
Wire: G.00PMET
Retrieve Files - Anytime After
ACH Returns: 8.00AMET
Previous Day EDI: 800 AMET
Intraday EDI: 7:00 AM ET, 12:00 PM ET, 5:00 PM ET and 8:00 PM ET
ARP (Account Reconcilernent): 800 AMET
LBX {Lockbox): 8:00 AM ET (multiple files throughout the day)
BAR Intraday 8.00AMET
8:00 AM ET ME-NH-VT-NY-OH-IN-MI
BAL Previous Day 10:30 AM ET CO-UT-ID-OR-WA
11:30 AM ET AK
Retum Mems: 8.00AMET
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Screen Views

Send Files

The Send Files screen is where you can send files to KeyBank, download/view previously sent files, and view
file status and history information.

Send Files

Send Files Refrieve Tast Files

Send New File

= [ Tel [ e !
i
Files can b downlosded for 45 days sfier the file was crested. File history is svailsble for 180 deys but s maximum date range of 45 deys can be sesrched st a fime. i
i
| 4 Downlosd Selected Files | ‘ Export All Records = | | Export Displayed View ~ |
To view File Status History: select s file and right ciic ||
Search all fields: | Enter keyword |
i
File Name % File Refersnce & User &
o o i File Size Deys Bafore &
D Status. File Type ARF Bank ¥ ACH Point ¥ 1 ) s = Created Date ¥
Submitted TestCompanyACHInbound.tt Automated Clesring House: AP Pymis NYTESTING: 543 45 TEST CLIENT 01/04120 | 08:00:00 EST |
i
D Submitted % TestCompanyARPInbound.tet ‘Account Reconcilement ‘Confidential New York - 3200 420 44 TEST CLIENT 01/03/20XX | 08:00:00 EST :
O Submitted TestCompsnyCOinbound bt Check Outsourcing Rebate Checks 408 4 TEST CLIENT 01/02120XX | 08:00:00 EST |
Submitted TestCompanyED Inbound. tet Electronic Dsta Interchan, EDIZ28 2888 42 TEST CLIENT D101/20XX | 10:45:00 EST :
T g2 [

O Submitted TestCompanyWiresinbound 4 Wire Transfer Pariner Dists 5628 42 TEST CLIENT D1/01720% | 10:30:00 EST 1

O Erar TestCompanyACHInbound.tet Automsted Clesring House: Payroll OHTESTING 543 Fi] TEST CLIENT 01/01/20%X | 010:00.00 EST
D Error TestCompanyARPInbound txt ‘Account Reconcilement AP Checks. ‘Ohio - D101 420 15 TEST CLIENT 01/01/20XX | 08:00:00 EST |
pany; I |
O Expired TestCompanyARPInbound txt Account Reconcilement Hourly Pay Colorado - 0612 347 [ TEST CLIENT DA/D1/20XX | 08:00:00 EST I
% File is confidential and can anly be sccessed by the user who sent the file. 140808 Records  [20[ 7] |

To send a file
¢ Click on Send New File.

e Click Select File to choose the file you want to upload, the file type, and enter a file reference (memo).
You can also check the Confidential File box if you want to prevent other users from downloading/viewing
the contents of the file.

e Click Send to submit your file.

Send File

Select File

Maximum File Size Limit: 500MB
An asferizk (*) denotes a required fiald.

“ File Type | 2 File Reference

Confidentisl Fie [ |
Files marked a5 confidentizl will sppear in the file hiztory but can only be acceszed by the veer who sent the file,

it [atitieed
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Screen Views

When sending an Automated Clearing House file, please enter the correct ACH Point for the file you are
sending. The onboarding team will provide you with this information during file testing.

Send File

Select File | You have selected file: U:WJohn'\KTT'\File Transfer Module\FT Test Files\TestCompanyACHInbound. txt

Maximum File Size Limit- 50MB
An aszterisk (") denotes a required field.

* File Type | Automated Clearing House | File Reference |

* ACH Point OHTESTING W Confidential File D

Files marked as confidential will appear in the fiie history but can only be accezzed by the uzer who sent the file.

| send | [ Ciose |

When sending an Account Reconcilement file, please enter the correct ARP Bank for the file.
The onboarding team will provide you with this information during file testing.

Send File

Select File | You have selected file: U:\LJohn\KTT\File Transfer Module\FT Test Files\TestCompanyACHInbound. txt

Maximum File Size Limit- 50MB
An asterisk (") denctes a required field.

* File Type | Account Reconcilement A4 | File Reference |:|

ARP Bark | TESTING-0101 | Confidential File [ ]

Files marfed as confidential will appear in the file hiztory but can anly be secessed by the user who sent the file.

RS [ -
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Screen Views

To view the status of a file that has been sent or to view the history of the file, right click on a file and then
click History.

Send Files

Retrieve Test Files

Frem | Lo | ™ Lo ]

* File Type | ~ |

Files can be downloaded for 45 days after the file was created. File history is available for 180 days but a maximum date range of 45 days can be searchad at a time.

| 4 Download Selected Files l | Export All Records | | Export Displayed \View «
File Name ¥ " File Reference ¥ .

] Status File Type ~ ARP Bank + ACH Paint|

Submitted TestCo nyACHInbound. tct Automated Clearing Ho L= NYTESTI
b mpany ng

Hist

J Submitted % TestCompany ARPInbound. bt Account Reconcileme M peeny New York - 3200
O Submitied TesiCompanyCOinbound. bt e e | Al s I
D Submitted TestCompanyEDIInbound bt
D Submitted TestCompanyWiresinbound.txt Wire Transfer Partner Dists
O Error TestCompanyACHInbound td Automated Clearing House Payroll OHTESTI
O Error TestCompanyARPInbound. b Account Reconcilement AP Checks Ohio - 0101
O Expired TestCompanyARPinbound.txt Account Reconcilement Hourly Pay Colorado - 0612

% File is confidential and can only be accessad by the user who sent the file.

File Status History

Filter | Enfer keyword

Status User Name Status Date
SUBMITTED TEST CLIENT 01/01/20x | 08:01:00 EST
SAVED TEST CLIENT 01701200 | 08-00:00 EST
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Screen Views

Retrieve Files

The Retrieve Files screen is where you can retrieve files from KeyBank, download/view previously retrieved
files, and view file status and history information.

Files available for downloading from KeyBank will be indicated as New in the Status column. Files that have
been downloaded by other users at the company will be indicated as Downloaded in the Status column.

Files are available for downloading for 45 days. Files that have passed the 45-day retention period will be
indicated as Expired in the Status column. The file’s record will remain in the system for 180 days from the
original date and can be viewed by using the search filter.

Retrieve Files A
Retrieve Test Fies
-
Files can be downloaded for 45 days afier e file was created. Fiie history s vaiisble for 130 days but 3 maxmum date rangs of 45 days can be searched st tme.
| 4 Download Selected Fies | { Export All Records = | ‘ Export Displayed View ~
¥ To view Fide Status History- select s file and nght cit
Search all fields: | Enter keyword
File Name Filz Reference &
- fuebame ¥ 2 ‘e Reference ¥ a Days Before -
O Status File Type < r File Siza (Bytes) & Deletion 2 Created Date 2
o | Hew TestCompanyACHOutbound ot Automated Clearing Houss PASR 000017003 543 45 0104720XX | 10:0000 EST
o | New TestCompanyARFOutbound.oxt Accourt Reconciement PASR 000017002 430 4 010320XX | 11:30.00 EST
O New TestCompanySAIPDOutbound txt BAI2 Previous Day PASR.000017001 400 4 0103200 | 10:00:00 EST
O New TestCompanyBAIDOutbaund. ot BAIZ InraDay PASR 000017000 2888 4 D192/20XX | 09:45:00 EST
O New TestCompamyEDIOuthound et Electronic Data Interchange PASR 000016009 5028 4 0102720XX | 09:15:00 EST
O New TestCompanyLBXOutbound txt Lockbox PASR.000018008 30828 43 01/02:20XX | 00:00.00 EST
(] New TestCompanyRTNOutbound ot Retumed ems PASR.000018887 7218 a2 0101200 | 11:45:00 EST
] New TestCompany\WiresOutbound txt Wire Transfer PASR 000018008 1020 a2 01/01720XX | 11:30.00 EST
O HOutbound. bt Automated Clearing House PASR 000018685 9250 | a2 0191720XX | 10:15.00 EST
0 TestC Outbound. ot Account Reconcilement PASR 000015024 82 | a2 019120XX | 08:00:-00 EST
o | Expired TestCompanyARFOuthound ot Accourt Reconciement PASR 000018663 145 | [ 01/01/20XX | 08:00:00 EST
1t 110f11Records  [20]v] ]
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Screen Views

To view the status of a file that has been sent to you by KeyBank, or to view the history of the file, right click
on a file and then click History.

Retrieve Files
Send Files etrieve Files Send Test Files Retrieve Test Files

HEe | Le | T Le |

* File Type | o |

Files can be downloaded for 43 days after the file was created. File history is available for 180 days but 2 maximum date range of 45 days can be searched at a time.

| 4 Download Selected Files | | ExportAtRecords = | | Export Displayed View ~
File Name % File Refe <
| Status File Type &
MNew TestCompanyACHOutbound. txt Automated Clearing House 17003
r B History
O MNew TestCompanyARPOutbound. txt Account Reconcilement 17002
4 Download Selected File:

O New TestCompanyBAIPDOutbound.tit BAIZ Frevious Day e 17001
O New TestCompanyBAIDCutbound. bxt T — - 17000
(| New TestCompanyEDIOutbound. txt Electronic Data Interchange PASR.DDDO16209
[:] MNew TestCompanyLBXOutbound txt Lockbox PASR.DDD016803
O New TestCompanyRTMOutbound. txt Returned ltems PASR.DDDO16887
O New TestCompanyWiresOutbound. txt Wire Transfer PASR.D0DO16200
O Downloaded TestCompanyACHOuthound.txt Automated Clearing House PASR.D0DO180605
El Downlcaded TestCompanyARPOutbound. txt Account Reconcilement FPASR.ODDO16004
D Expired TestCompanyARPOutbound. txt Account Reconcilernent PASR.0DDO16883

File Status History

Status User Name Status Date
DOWNLOADED TEST CLIENT 01/01/20%X | 09:30:00 EST
DOWNLOADED TEST CLIENT 01/01/20%X | 08:05:00 EST
NEW 01/01/20%X | 08:00:00 EST
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Screen Views

Send Test Files

The Send Test Files screen is where you will transmit files during the testing/onboarding phase of
implementing new services. Files sent via the test screen are not processed in production systems. They
are used for validation purposes only. You and KeyBank onboarding personnel will agree to a “move to
production” date once both parties agree file testing has been completed.

Send Test Files

Send Files Retrieve Files Send Test Files Retrieve Test Files
Send New File Important Test Information:
Files s=nt from this sereen are for testing and validation purposes only and will not be processed. Once file testing and validation are complete, files can be zent using the send files tab.
Frem l Lo | o Lo |
* File Type | A |

Files can be downloaded for 45 days after the file was created File history is available for 180 days but 3 maximum date range of 45 days can be searched 5t 3 tme.

| 4 Download Selected Files | | ExportANRecords = | | Export Displayed View =
0 Status Fil Name & File Type & Fie Reference & ARP Bank & ACH Paint & [5
| Eubmitted TestCompanyACHInbound.oet Automated Clearing House AP Pymts NYTESTING
(] Submitted % TestCompanyARPInbound txt Account Reconcilement Confidential MNew York - 3290
| Eubmitted TestCompanyCOlinbound.tct Check Outsourcing Rebate Checks
[l Subrmitted TestCompanyEDIInbound.txt Electronic Data Interchange EDIS28
(] Submitted TestCompanyWiresinbound.txt Wire Transfar Fartner Dists
[l Error TestCompanyACHInbound. ot Automated Clearing House Payrall OHTESTING
O Error TestCompanyARFInbound e Account Reconcilement AP Checks Ohie - 0101
[l Expired TestCompanyARFInbound.tex Account Reconcilement Hourly Pay Colorado - 0818

% File iz confidertial and can only be accessed by the user who sent the file.
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Screen Views

Retrieve Test Files

The Retrieve Test Files screen is where you will retrieve files during the testing/onboarding phase of
implementing new services. Files retrieved via the test screen are not processed from production systems.
They are used for validation purposes only and should not be ingested/processed in your production
systems. You and KeyBank onboarding personnel will agree to a “move to production” date once both parties
agree file testing has been completed.

Retrieve Test Files

Send Files Retrieve Files Send Test Files Retrieve Test Files

Important Test Information:
Files retrieved from this screen are for testing and validation purposes only and may not contain complete account information. Once file testing and validation are complete, files can be retrieved using the retrieve files tab.

B I [o] ™ [o]

* File Type | v l

Files can be downloaded for 43 days sfier the file was created File history is suailable for 180 days but 3 maximum date range of 45 days can be ssarched 2t 2 ime.

| + Download Selected Files | | ExportAlRecords = | | Export Displayed View -

0 i File Name & Fie Type & File Reference & File Sice (Bykes
| New TestCompanyACHOutbound txt Automated Clearing House PASR.000017003 543
L] New TestCompanyARFOutbound. txt Account Reconcilement FPASR.000017002 430
O New TestCompanyBAIPDOutbound txt BAI2 Frevious Day PASR.000017001 400
[ New TestCompanyBAIIDCutbound. be BAI2 IntraDay PASR.000017000 2388
[] New TestCompanyEDIOutbound bt Electronic Data Interchange PASR 000016009 5028
O New TestCompanyLBXOutbound tt Lockbox PASR.0D00162983 38828
L] New TestCompanyRTNOutbound. txt Returned Items PASR.000016007 7218
] New TestCompanyWiresOutbound tt Wire Transfer PASR.0D0016006 1620
O Downlcaded TestCompanyACHOuthound tet Automated Clearing House PASR.0D00168085 08250
O Downlcaded TestCompanyARFOuthound. txt Account Reconcilement PASR 000016004 a2
O Expired TestCompanyARPOutbound txt Account Reconcilement PASR 000016893 145

KeyBank ©-x
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